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1 Introduction

The DLP is a foundational problem in cryptography, underlying applica-
tions such as the Diffie-Hellman key exchange protocol and Elgamal public-key
cryptosystem. Given a group G = F; with multiplication, g € F, for prime p,
and h € F}, the Discrete Log Problem (DLP) is finding x such that,

9 =h (mod p), (1.1)

where x = log,(h) € {0,1,...,p — 2} is called the discrete logarithm of A to the
base g. Furthermore, assume that the prime factorization of IV,

N =pi'py - pyf',

is easily computable. Let ord(g) denote the order of g. For the purpose of this
paper, suppose ord(g) = N > 2, since the ord(g) = 1,2 cases are trivial for the
DLP.

In this paper, I describe three algorithms used to solve the DLP, in partic-
ular Shanks’s Baby-step Giant-step Algorithm (Section 2), Pollard’s Kangaroo
Method (Section 3), and the Pohlig-Hellman Algorithm (Section 4). Currently,
the Discrete Log Problem is considered computationally hard, and the security
of said applications depends on this assumption.

For each algorithm, I describe its general strategy, then derive its respective
time complexity. I will also discuss when each algorithm is used in practice
with respect to real-world vulnerabilities and constraints (Section 5). Lastly, an
example computation for each algorithm is provided (Section 6).

2 Shanks’s Baby-step Giant-step Algorithm

Shanks’s Baby-step Giant-step Algorithm is a collision algorithm used to
solve for x. This presentation follows [HPS08] and [Som25]. To see how it



works, m = [\/NW, then build off (1.1). By the Division Algorithm, it is true
that there exists unique ¢, € Z such that,

r=gm+r and 0<r<m. (2.1)
Substituting (2.1) into (1.1), it is true that,
gt =h (mod p)
g™ 9" =h (mod p)
g =h-g79 (mod p). (2.2)

Now, find ¢,r € Z which satisfies (2.2). It is true that, gm < z by definition
and

m = "\/ﬁ -‘ — m?>N y
where x < N since ¢ is a primitive root. Combining these inequalities, it is true
that

2

gn<z<N<m? = qgn<m? = ¢g<m. (2.3)

From (2.1) and (2.3), » < m and ¢ < m, so there are m values to check, denoted
1. This task is split into two lists,

r |01 2|..|m-—1

g lelglg®]|..|gn!t
q 0] 1 2 || m-1
hg=™ || h | hg=™ | hg=2™ | ... | hg=™ +m

where there will be some r, ¢ such that g" = hg=%" (mod p). To find these r, ¢, a
sorting algorithm can be used on one list, then a standard search algorithm may
be used to find a match in the other [HPS08]. At this point, recall x = gm + r,
where m is defined, and g, r have been found. For an example, see section 5.1.

For each list in Shanks’s Baby-step Giant-step Algorithm, there are m ~ v N
computations made for each list. Then, the total number of operations to create
the two lists can be written as,

om ~ 2V N

along with one calculation to compute m and one to compute z. Once the two
lists are generated, according to [HPSO08]|, the standard sorting and searching
algorithm used to find a match requires,

1
mlogm = \/Nlog\/ﬁz \/Nlog\/ﬁz ix/lvlogN



steps, which implies, O(V N log N) time complexity. In terms of storage com-
plexity, each of the 2m = 2+/N must be stored for the matching process, so the
storage complexity can be written as,

2VN = O(VN).

3 Pollard’s Kangaroo Method

Pollard’s Kangaroo Method is a probabilistic collision algorithm used to solve
the DLP when we know that = € [a, b]. First, define a function f : G — J which
randomly assigns a group element x € G to a step size f(x) € J, where J is a
set of possible step sizes. Standard implementations such as [MT09, VOW94]
define J as successive powers of 2,

J=1{1,2,4,8,...,27}, (3.1)

for some j € N. From (3.1), let m be the mean jump size, and L = 27 be the
largest element. Now, consider two kangaroos, one tame, denoted 7', and one
wild, denoted W. Let Ty = g°, and define,

T =T - g7,

The tame kangaroo will complete & € N jumps. Similarly, let Wy = h, and
define

Definition 3.1: To find the distance traveled over n steps, define,

n—1
dX,n = Z f(XZ)v
=0

where X € {T,W}.

Note that in contrast to T, W takes an unknown number of steps, which we
denote as ¢ € N, terminating when one of two possible conditions is met,

1. Wy = Ty, (mod p), meaning that the two kangaroos have collided at the
tame kangaroo’s endpoint

2. dwye > b+ dr 1 — a, meaning that the wild kangaroo has gone beyond the
tame kangaroo’s endpoint

In case 1, W, and T} can be expressed in terms of distance from the initial
respective points,

gm+dw,z = gb+dT,k (mod p).



Then, since g is a primitive root,
r+dwe=b+dryr (modp—1),
meaning that z can be isolated,
r=b+drr—dwe (modp-—1). (3.2)

Thus, a collision at the tame endpoint ensures a solution to the DLP. Based on
Pollard’s original paper, defining N = 6m for some 6 € Z™, then the probability

of a collision is,
N
1
()
m

which for 8 = 4 indicates a 98% chance of a collision.

When z € [a,b], then the time complexity of Pollard’s Kangaroo is,
O( Vb — a)7

according to [Pol78] [MT09]. Furthermore, the space complexity is O(1), since
all that needs to be stored is the position of the wild and tame kangaroo, their
respective distances, and the step function J.

4 Pohlig-Hellman Algorithm

The Pohlig-Hellman Algorithm solves the DLP via decomposition of ord(g) =
N into prime powers, following the presentation in [HPS08]. Since ord(g) = N,
the solution = to ¢® = h will be determined modulo N. Namely N can be
factorized as,

k
N = H jo%

i=1
where each p; is prime. For each of the k prime powers, define A; = p%, and
let '

gi=g% and h;=h",
which yields a smaller DLP within the prime power subgroup, written as,
gf "= h;.

Observe that ord(g;) = p§* [HPS08], so the solution y; to g = h; will be
determined modulo p{*. A key assumption of the Pohlig-Hellman algorithm is
that for each of these smaller powers, the DLP can be solved in O (\/ pf) steps
using existing methods such as Shank’s Baby-step Giant-step Algorithm.



Once each of the k smaller DLP problems are solved, the Chinese Remainder
Theorem may be employed to find x such that,

z=1y (mod p$')

=y, (mod pF),

which solves the original DLP for  modulo N. The final step takes O(log N)
steps [HPS08]. According to [HPS08], the total runtime of Pohlig-Hellman is,

k
o (Z pe —|—1ogN> .
i=1

Furthermore, when Shank’s Baby-step Giant-step Algorithm is used to solve the
smaller DLP problems, the space complexity of Pohlig-Hellman is O (,/pmax)
where pmax = max(py, ..., pr) [Sutl7].

5 Tradeoffs and Cryptographic Connections

To summarize previous sections, below are the time and storage complexities
for each of the three algorithms,

Shanks’s Pollard’s Kangaroo Pohlig-Hellman
Time || O(v/NlogN) O (Vb —a) o (Zle Vo5t —l—logN)
Storage O(VN) O(1) O (/Pmax)

Each of the three algorithms covered exhibit different strengths based on
group structure and known information. Shanks’s Baby-step Giant-step Al-
gorithm and the Pohlig-Hellman Algorithm are both deterministic algorithms,
while Pollard’s Kangaroo is a probabilistic algorithm, which is only useful in
the specialized case when it is known that z € [a, b].

Shanks’s Baby-step Giant-step Algorithm is a deterministic, generic algo-
rithm, meaning that it depends only on NV, and serves as an excellent general
approach, and first attack, to the DLP.

Definition 5.1: An X-bit key has an approximated maximum security
strength of X bits, which takes on average 2% ~! units of time, (in this case,
operations) to attack successfully. [Bar20].

According to a 2020 Special report from the National Institute of Stan-
dards and Technology [Bar20], an example of acceptable security strength is
128, meaning that 2'2® units of time are required to ensure its safety. In the
version of Shanks’s Baby-step Giant-step Algorithm presented in Section 2, I de-
rived a time complexity of O(v/N log N), following the presentation in [HPSO08].



However, alternative presentations derive O+ N complexity, which is a more
conservative estimate for cryptographic applications. So, to ensure a safe algo-
rithm, it must be the case that,

VN > 2128 — ord(g) = N > 2%,

Furthermore, Shanks’s Baby-step Giant-step Algorithm is used to solve rela-
tively small DLP problems, (prime powers of large N), due to its performance
guarantees. In fact, [Sut17] demonstrates that any generic Las Vegas algorithm
for the DLP (meaning any algorithm that only uses the group operation and
equality tests, may use randomness) usea an expected Q(v/N) group operations.
In essence, Shanks’s algorithm is optimal among generic methods.

Pollard’s Kangaroo is a probabilistic collision algorithm which represents
superior time and space complexity compared to Shanks’s Baby-step Giant-step
Algorithm and the Pohlig-Hellman Algorithm when z € [a, b] for a reasonably
small b — a. The original [Pol78] version of Pollard’s Kangaroo presented in
(Section 3) only stores one possible collision point, which is the endpoint of
the tame kangaroo. Modified versions of Pollard’s Kangaroo [MT09, VOW94]
define a set of distinguished points, which are elements of the group with a
common condition, such as having a particular number of zero leading bits,
thus increasing the chances for a collision. Including a set of distinguished
points is in fact more efficient in terms of time complexity than the original
implementation according to [MT09], though more distinguished points must
be stored. In most cases, this will still be far more efficient than the O(v/N)
and O (/Pmax) storage required in Shanks’s Baby-step Giant-step Algorithm
and the Pohlig-Hellman Algorithm, respectively.

Pohlig-Hellman’s Algorithm is a deterministic algorithm which is is highly
dependent on the factorization of N. Namely, how large pmax strongly deter-
mines time and space complexity. If ppnax is very large, say a prime near N,
then the efficiency of Pohlig-Hellman is signifiantly diminished. On the other
hand, if pyax is quite small, as in Example 6.3 which was 3-smooth, then Pohlig-
Hellman has very efficient time and space complexity. This efficiency equates
to a threat for cryptosystems, however, recalling the earlier security discussion.
In the original 1978 ” An Improved Algorithm for Computing Logarithms over
GP(p) and Its Cryptographic Significance” by Pohlig and Hellman [PH78], the
algorithm is noted to be most efficient when p — 1 factors into small primes.
To avoid this, so Pohlig-Hellman cannot break cryptosystems, then the prime
p selected must be ”safe” where p = 2pmax + 1 according to [PHT78] [MvOV96],
which in practice means ppax > 2160 [MvOV96].



6 Worked Examples

Consider G = Fjq with multiplication, so NV = 18. For primitive root g = 3
and h = 11, then the DLP to find is log(11) in Fyg, or

3 =11 (mod 19).
6.1 Shank’s Baby-step Giant-step Algorithm Worked Ex-

ample

Let m = {\/ 18| = 5. Recall, z = gm + r with 0 < r < m, meaning that the
algorithm compares the baby steps, g" to the giant steps, hg~"?, searching for
some 7, ¢ such that,

9" =hg™? (mod p).

Each of the "possibilities” 0 through m —1 must be checked. For ¢" = 3", this is
straightforward. However, the term hg=9™ = 11(37°9) must be simplified prior
to computation,

11-37%0 = 11. (371)™ = 11.13%,

where 37! = 13 is found by using the Extended Euclidean Algorithm.

r||0|1]2]3|4
31139815

q 0112|314
11-13% |11 12]9 12|16

From this, it is clear that 32 = 11(37°?) = 9 (mod 19). Because 2 = gm +
r = x =2(5) +2 =12, the DLP is solved by,

32 =531441 = 11  (mod 19),

as required.

6.2 Pollard’s Kangaroo Method Worked Example

In order to demonstrate Pollard’s Kangaroo method, suppose it is known
that = € [11,14]. Furthermore, consider a relatively simple set of jump sizes,
and define f : G — {1, 2}, where,

1, ifl<z<6,
f@)_{z if7<z<18,



for group element x € G. Note that f is a random function, and this seem-
ingly non-random function is for the sake of demonstrating a reasonably-scoped

example.
The tame kangaroo jumps first, and begins at the upper bound. So,

“=4 (mod 19).

Then, the tame kangaroo only takes 1 jump, so its endpoint is 77,

Ty =Ty -3/ = 4.3 =12,

Furthermore, the tame kangaroo’s distance is dr; = f(Tp) = 1.

Now, the wild kangaroo begins from position,
Wo=h=11,

and will jump until it either lands on 77, or ”goes beyond” based on the criteria
for case 2. Then, the next steps for the wild kangaroo may be computed,

Wy =Wy -3/W0) =11.32=99=4 (mod 19)

Wy =W, -3/ W) =4.31 =12 (mod 19).

At this point, a collision has occurred, since,
(mod 19)

W2 = Tl =12
The wild kangaroo’s distance is, dy,2 = f(Wo) + f(W1) =2+ 1=3.
Finally, since the collision point is known, z is now easily computed from

(mod N).

r=14+4dry —dwy=144+1—-3 =12

Since x = 12, it is clear that the DLP is solved,

32 =531441 = 11 (mod 19),

as required.

6.3 Pohlig-Hellman Algorithm Worked Example
Since N = 18, the first step is to factor 18 into prime powers,
18=2-3%

18 — 9 and Ay = é—f =2, and let,

Then, define A; = 3
and hy =119=1

g1 =3=18 (mod 19)

(mod 19),



and
g2=3>=9 (mod19) and hy=11>=7 (mod 19),
Now, the original DLP can be broken into two smaller subproblems,
18¥1 =1 and 92 =T.

Using Shanks’s Baby-step Giant-step Algorithm yields y; = 2 and y» = 3. Now,
using the CRT to set up a set of linear congruencies,

x=2 (mod 2)
x=3 (mod9),

which yields z = 12 (mod N). Since x = 12, it is clear that the DLP is solved,
32 =531441 = 11  (mod 19),

as required.
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